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1. =% BT/Kali € IEL&S 7 &= hiaA

http:/'www.cnblogs.com/webapplee

Intro.: The article is based on BT5/Kalil.0.9 to recommand you on how to choose a best

Wireless Network Adapter to general penetration study.

BT(BackTrack) is a very popular free Linux distribution(Based on‘@\@n) that is
commonly being used to hack into wireless networks by using Airqg@-
WEP/WPA type encryption. The reason Wh@T is being use%ad of Windows is because

o to crack the

there are no patched drivers available fb{@ndows that ¢ metasploit, unless you are
willing to fork out $300 or $70§%@\(\ AirPeap T dapter, it’s too expensive to afford.
So, it is relatively easy to get BTYyunning by ir%a ing using

UNetbootin/Win32DiskImager and bocfxJ he live version from USB but the most

important thing is to make sure tha SB wireless adapter supports monitor mode and
S R AN E AR S EGE Bl A 2 B Y, HETR
kg A IE

packet injection. EM—FRE
MAFF RS S, ﬁz@@

If you're l@éto purchase a fully compatible plug and play USB wireless adapter that
works reallg?@)é‘ll with BT/Kali, it can be tricky because some brands with the exact model
can have a different chipset for different version numbers. For example, the TL-WN822N
USB wireless adapter by TP-LINK comes with 3 versions. The version 1 uses two different
chipsets, which is Atheros AR9170 and AR9102 while version 2 has the Atheros AR7010 and
AR9287 chipsets, and the latest version 3 uses Realtek RTL8192CU. The chipset on a USB
wireless adapter 1s the most important information but normally is not shown on the product
box or even on the device itself. TP LLIEALAERIE N 5 A 04GR M52, LF
FEEHE.
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To help you in purchasing the correct adapter, here we list Qest USB wireless
network adapter that we’ve tested to hay %,the best plug a v compatibility with B'T5, Kali

Linux and Aircrack-ng. T4 2 LINREEA ., \

\\

You can find a few on%%resources stggges ing some USB wireless adapters that are
compatible with BT/Kali, but most o are either outdated or simply recommend the Alfa
AWUS036H which only suppo d G wireless standards but not N. We do not
recommended to just blindl i‘u@l?jse any of the newer adapters released and sold by the

manufacturers becaus likely B1/Kali would not have the updated drivers to support it.

PRI Bﬁ?& %, FAEFEAREMLEET BTU/Kali FIAERIKENIER, Arble HEL
TG IE %1 F e

v

<

After testing more than a dozen USB wireless network adapter Qfound out that the 3
chipsets listed below are the most stable with BT/Kali. You on the hyperlink to see
the list of brands that use the chipset. %@Uﬂ R [A@ BB =7 BT/Kali TR
SE MR A
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1. Atheros AR9271 IEEE 802.1]@’G/N @
2. Ralink RT3070 IEEE 8 .1@3/GfN \®

3. Realtek RTL8187IQ\@%% 802.11B/G O

Most of the wireless network ad G@te.d on the page from the hyperlink above were
released a few years back making icult to purchase because manufacturers normally
releases new products very i qGQ'ntly and phase out the old versions. After screening through
the list, here are our rec nded USB wireless adapters that have the best compatibility
with BT 3, Kali L nd Aircrack-ng. Alfa prices were taken from Rokland Technologies,
an official A@ 1but0r in the USA while TP-LINK from ebay.com. {H &P\ E=Fh 54
Hjé? N RS fER AR EENSH S, P KBRS T
RS T LT E T EIRE E R R

1. Atheros AR9271 ‘& F

AH R i B

> Alfa AWUS036NHA — $ 28.97

»  TP-LINK TL-WN722N 53# TL-WN722NC $ 15.99 - ebay E#ALEN, BELES
#1 Shipping 7 F; @=E LBAEN 100 nkf

Ray Lee
http:/'www.cnblogs.com/webapplee ¢ -
»,
» @Q

f'\
TP-LINK TL- WN722N %ﬁ”eless &é{ﬁdapl‘er
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2. Ralink RT3070

AR R = i B
> Alfa AWUSO36NH — (Bigger size) $ 27.99
> Alfa AWUSO36NEH - (Smaller size) § 21.97

\&°

wsa
AzfaAWUSO.%ng«JSB W;r%&\h@worm dapier
@ o

3. Realtek RTL8187L gcg
o O

1. AWUSO036H — (Bigger siz § .99

2. AWUS036EW — (Sma $ 2¢) §19.97

\\

\‘Q ORIGINAL
Y ALFA

NETWORK

ks

Alfa AWUSO36H USB Wireless Network Adapter
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2. MRIEAIR
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We've put some of the USB wireless adapters mentioned above tot ! to determme
the signal performance. | [HI¥AT UJ:?’ETE’]LEE%%E BT/Kah EHEMNA .

We've managed to test up to 8 wirel é\n%work adag%;é\ USB + 2 internal) on
BT/Kali to determine the signal str each devi @
mon(" after putting the adapter in monitor modg?bvmusly the adapter that detects the most

the command “airodump-ng

access points with lowest signal level (P (d3sétves to be crowned as the best compatible

USB wireless adapter for BT/Kali. C(\
1. Alfa AWUS(B%LQ

Ray Lee
http://www.cnblogs.com/webapplee

You’ll find that Alta AWUS036H is the most recommended USB wireless network
adapter because it is very stable and works right out of the box for BT. If you don’t mind
paying the extra premium price for an adapter with no support for 802.11n wi standard,
then it is quite a good choice. Because Alfa AWUSO036H is so popular, t ‘gr

versions being sold online. We recommend vou d1rect1y contei@& orks if you’re

¢ counterfeit

80211n i, &% n

looking for an authorized local distributor. I I RERA

LEERI v ST
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2. Alfa AWUSO036NHR

: Ray Lee
http://www.cnblegs com/webapplee

The AWU§0§6\QHR 1s currently the most powerful wireless adapter by Alfa with very
gth. It may seem to be plug and play in BT because you can put it in monitor

good siggqfﬁ
mode and passes the injection test. but unfortunately it 1s very unstable because the chipset is
not recognized in BT. Alfa fUZE1F, MME ANFIL R, EHEEARE.

3. TP-LINK TL-WN722N

Ray Lee
http://www.cnblogs.com/webapplee

TL-WN722N is a cheaper alternative to the Alfa AWUS036NHA which uses the Atheros
AR9271 chipset. It is claimed to be high gain and comes with a 4dBi deta ¢ antenna
where you can upgrade to a more powerful antenna to achieve better si \ - Although this
product was released back in 2009, it is still listed in TP-LINK’ @?website and can be
casily purchased from many sources 0§;§®ternet. Ther&%&hﬂ very similar model

which is the TL-WN722NC. It is exacthuthe same as \ 722N except it comes with an
additional cradle. AA{EFH1E1R %: » BLFAR =, T HAEXEE, HEEEEE .
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root@kali: ~

File Edit View Search Terminal Help

' Atheros Communications, Inc. ARS 8 lin
oL LLK i, 3 . - lalwdll | 1O Ly relyd T‘r"’

v t s
> Linu ndation 2.0 root hub
Linu ndation 1.1 root hub
Linu 0 ation 1.1 root hub

4 Holt
Linux Foundation 1.1 ro hub
Linux Foundation 2.8 root hub
Linux Foundation 1.1 r hub
oundation 1. root hub
oundation 1.1 root hub

Q

NE 4dBi Rk, #4450
Rk, MRESEE,

File Edit View Search Terminal Help
[+]

NUM

wireless networks. targets and clients found

4. ASUS USB-N53

Ray Lee
http://www.cnblogs.com/webapplee

ASUS USB-N33 uses Ralink RT3572 chipset and 1s fully compatible with BT but is not
recommended due to the poor performance. (% T BT, {HEEERE.
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5. Linksys WUSB60ON v2

Lorebiye Gop

Ray Lee
http://www.cnblogs.com/webapplee

Q
This USB wireless network adapteruses the same ¢ _g @é ASUS USB-N53 which is
Ralink RT3572 and has been discontftied. If vou ch s@h results at the end of this post,
you’d notice that the perform of this adapi@{&h‘n the USB-N53 is very similar. {4555
ASUS USB-N53 4. C

O
6. D-Link DWA-110 QAQA
N

Ray Lee
http://www.cnblogs.com/webapplee

This adapter is the oldest in the list and it is no surprise that it performed badly on the

test. Comparing with the best adapter, DWA-110 merely detected 3 out of 9 access points.
BEIRZ
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7. DELL 1510 \Oq

Gooctloy. Ol \

Ray Lee
http://www.cnblogs.com/webapplee

Although it seems to have better performance that some of the external USB wireless

adapters, only monitor mode works but not injection due to the Broadcom chipset. £ {#if
BOMOAS22 HEH BBV, HAERIE, TImIR, MAETH.

8. Intel 5100

Ray Lee
http://www.cnblogs.com/webapplee

Interestingly the Intel 5100 did qu1t and the p ce is comparable to the
TL-WN722N. However do note th L WN722 Ks a 4dBi antenna in this test which
can be upgraded to a better on eve better @a strength. Both monitor mode and

packet injection works perfectly. riﬁb 5T GWN722N 4dBi #RECARARL, {H TL-WN722N A
SR B R L, BTLAERE T@@ N.
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TE Kali fP )it es

File Edit View Search Tegmil

Ray Lee

htip://www.cnblogs.com/webapplee

6N [Shiloh]

clients found

Network Connection
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3. Results and Summary

Lorebiye Gop

The result table below shows the number of access points the adapters can detect and

also the lowest signal level.

BERAP BEFESEPWR)

Alfa AWUS036NHR 9 -34
Alfa AWUS036H 8 \ @6
ASUS USB-N53 5 AV -70
D-Link DWA-110 - 3 O 75
DELL 1510 Jdee s \N\¢ -68
Intel 5100 N 8\ -58/18
Linksys WUSB600:t42 O 77
TP-Link TL-WN722N | A2 9/11 -66/8
BI/Galh 80 AP WA R%
5
Summary: @ .

Although AWU is the successor of the popular AWUSO36H which has better
signal strength, u 'r?u ately it is currently not supported on BT. Alfa AWUS036H is still the
best choice; by TP-LINK TL-WN722N especially if you can get a higher dBi
antenna. There is no harm trying out your internal card to see if it works on BT/Kali but take
note that internal cards will only work on Live CD/USB but not on virtual machine such as
VirtualBox/VMware. Alfa 25|F =, MEReH=, HEHNBEAMRMEESER], mRFEAL
It cbay. amazon %E[E ZME1AZ WY Rm WG sE, ZLEPWETL, Higs s, el
EE, FEHFENHAGERN R, fTPARERF R R SR TIE R B
T N B TR 2R R R G AE AL PSS wifi TR, MRS BTN R, Bl it
U $H/A05E 59 Live ARG H] B A BRI B2k M+ .
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Intel 4956/ 5xxXXx

: Internal Intel Corporation
O p-Link DWL-122 - S ¥ PRO/Wireless 3945ABG

ASUSTek Computer, Tnc. RT2573 - A/ Ubiquiti SRC

Dlink WNA-2330 PCMCIA

Rockland N3 - (Ralink

Linksys WUSB54GC ver 3
Rockland RT2870/3070)

@ Linksys WUSB600ON v2 - R §F

Broadcom Corporation BCM4321

ZyXEL AG-225H v2 ZyXEl http:/www.cnblogs.com/webapplee FRO i rbra o o 0 = R
. S b Egis
http://www.cnblogs.com/webapplee SN\ /) Broadcom Corporation BCM4322
Atheros Communications Inc. JKali | ggﬁi:ﬁll?é?{?;;’nuvlv)'rfﬁij:#&?i!‘)\
AR9285 Wireless Network Adapter I*JJ:H; Lgi ,F,_/\ ;rj (=] 2
(PCI-Express) (rev 01) SCFIELRM R 2 ml. B b43legacy
Ry “BCM4312 802.11b/g LP-PHY (rev 01) -
i http://www.cnblogs.com/webapplee b
athok - pcI/pcMcIA — IGEIETE
athok_htc http://www.cnblogs.com/webapplee - Edimax EW-7318USG USB - (Ralink
il RT2501/RT2573)
zd1211rw
carlo170

‘ & AWUSOSINH - R

" AWUSO36H (rtI8187, r8187)

carlgl?o -
ZyDAS |
zd1211rw " AWUSO036NH (Ralink RT2870/3070)
Netgear wgl1l1lv2
p54pci -
Intersil/Conexant
p54usb

http:/ /www.tp-link.com/en/support/download/?pcid=201
http://www.tp-link.com.cn/search.html?keywords=TL-WN&p=1 |

http://www.tp-linkshop.com.cn/Products/Details/53 '

rL2800ush

http:/ /wireless.kernel.org/en/users/Drivers
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